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Objective

Enumeration (Finding Vulnerabilities)

Scanning each IP address for vulnerabilities
Exploring open ports
Determining running services

Finding operating system running and versions of the services

Mapping the network

Exploitation (Exploiting Vulnerabilities)

Exploiting running services
Gaining remote access
Escalating privilege

Security Suggestion

Possible ways to avoid or mitigate the threat
Possible solutions to existing vulnerabilities

Target [P Addresses

1. 142.232.197.73
2. 142.232.197.72
3. 142.232.197.67
4. 142.232.197.39



Network Topology

Virtual Machines
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The specified IP addresses are Virtual Machines operating on a server with VMWare
ESXi, accessible at the IP address 142.232.197.246. These VMs have a default gateway

setto 142.232.197.254, which connects to a router.

These VMs are connected in the same subnet, functioning like a LAN environment with a

switch.



Host 1 - Metasploitable
IP Address: 142.232.197.73

Objective: To enumerate active services and exploit potential vulnerabilities.
Overview

Host 142.232.197.73 is a Linux Metasploitable machine. It is designed to be vulnerable
for learning purposes. It has numerous vulnerabilities and open ports, almost every port
can be exploited. It has all the vulnerabilities mentioned in OWAS top 10, and many
others.

Enumeration & Methodology

» Nmap Scan showed that the host has multiple services running on including Web
services, Databases, Filesharing and Remote management services.

» It has web services such as Tomcat service, Damn Vulnerable Web-application,
Mutillidae, Tikiwiki and Web Distributed Authoring and Versioning (WebDAV) which
can potentially grant access to the server and can reveal critical information.

» The Nmap scan contains a lot of services. Identifies services are listed below and the
Nmap result is attached at the end of the report.

Identified Services

e Remote Management: 3 services (SSH, Telnet, VNC)

e File Services: 5 services (FTP, NFS, Samba, NetBIOS, RPC)

e Web Services: 6 services (Apache, Tomcat, DVWA, WebDAV, Mutillidae, TikiWiki)
e Databases: 2 services (MySQL, PostgreSQL)

e Mail Services: 1 service (SMTP)

e Miscellaneous Services: 5 services (DNS, X11, IRC, Java RMI, Shell/Backdoor)
e Others: 4 services (exec, login, krb524, ajp13)

Most of these services haven’t been updated for a long time and some of them are
configured with very little security and few are just left open, which is too risky.

Refer to the graph shown below to identify which category has the most
vulnerabilities and which one an attacker can use as a threat vector.
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Exploitation

Remote Management Service

Remote Management Services (RMS) such as SSH, Telnet, RDP, and VNC are
commonly used across various business environments. RMS is particularly useful
for managing computers, servers, switches, routers, and firewalls from a distance.
This service acts as a gateway from the public network to the organization’s
private or internal network, making it essential to implement proper security
measures for these nodes.

In this scenario, we have identified that services like VNC, Telnet, and SSH are
active on the target server. Let’s evaluate whether these services are configured
correctly.



Service: Telnet
Port: 23
Risk Level:

user@BCITMAIL-SRV: ~ - o x
user@BCITMAIL-SRV: ~ 100x35

Warning: Never e se this VM to an untrus

Contact: msfdev[at]metasploit.com

with ms min/msfadmin te

13 EDT 20
erver #l

In the screenshot above, we can see that I was successfully able to log into
142.232.197.73 with a common username "user" and password "user12345". This is a
critical leak, an individual can potentially access confidential information available on

the server.

CITMATL -
et nohup.out
hello

mypass.txt ramonwithane.txt t vmlinuz




Using the normal user account, I can list the directories and files which are stored inside
the root user’s home directory. This is possible because the file permissions are not set
correctly.

initrd.img
ITMAIL-SRV:/$ cc
CITMAIL-SRV:/
reset logs.sh
@BCITMAIL-SRV:/root$

user@BCITMAIL-SRY:/roots
reset logs.sh .
user@BCITMAIL-SRV:/roots I
\ \ /

Over the further exploration I found the credentials for Windows 7 running on
142.232.197.72.

cd home

$ cd vulnerable/
vulnerable$ 1s

e/msTadmin/vulnerables cat mywindows?

V:7home/msfadmin/vulnerables Jj

We have almost full control over this server, we have privilege to create and delete
files and folders, modify things and etc.



Service: VNC
Port: 5900
Risk Level:

VNC (Virtual Network Computing) establishes a remote connection to a device. Unlike
SSH (Secure Shell), which provides a command-line interface (CLI), VNC offers a
graphical user interface (GUI) for remote management. It also serves as another public
gateway to an organization’s internal network.

In this scenario, I am using a VNC client

Metasploitabl S .
s from RealVNC, and for authentication, I will
use commonly known passwords, such as
“password.”
Enter VNC password By using this default password, [ was able
e e = to log in as the root user. This represents a

Save password

[ ok |

critical vulnerability, as root access grants

— full access to all files on the system.

‘ Cancel ‘

Using the default password, I was able to login as a root. This is a critical vulnerability.
Root access allowed me to gain access to all the files in the system.

142.232.197.73:5900 (root's X desktop (BCITMAIL-SRV:0)] - RealVNC Viewer

P r00t@RCITMAIL-SRV: /home/msfadmin/vulnerable
root@BCITHAIL-SRY:/# 1s

xautht (argu):l:

hin dev  initrd lost+found nohup,out root sys wvar
hoot etc media opt shin i
home lib mnt proc srv  usr

root@BCITHAIL-SRV:/# cd root

root@BCITHAIL-SRY:™# ls .
Desktop reset_logs,sh wnc,log

root@BCITHAIL-SRY:"# cd Desktop

root@BCITHAIL-SRV:"/lesktop# ls

root@BCITHAIL-SRY:"/Desktop4 cd ., to
root@BCITHAIL-SRY:™# ls

Desktop reset_logs,sh wnc,log

root@BCITHAIL-SRY:™# cat wnc,log

bad display name "BCITMAIL-SRY:0" in "add" command

Mew 'H' desktop is BCITMAIL-SRV:0

Starting applications specified in /root/.vnc/xstartup
Log file is Aroot/,wnc/BCITMAIL-5RY:0, log

root@BCITHRIL-SRV:™# whoami

root
root@BCITHAIL-SRY:™# cd home
bash: cd: home: Mo such file or directory




Using VNC connection, I completely searched the target machine to find what
applications it is running, stored passwords, stored passwords in the browser, shadow
files and much more.

[ was able to see the logs, credentials stored inside the Tomcat directory for tomcat users.
It is a critical flaw, a strong password should have been implemented to prevent an
unauthorized access.

Example:

Lan 1 19l

Search: I

& ‘g
P asswords for the following sites are stored on your computer: Exceptions...

C Site v | Username P assword |

http://twitter.com metasplotable2 metasplotable2
https:fjaccounts.g... metasplotable2 cantguessthis!

https:jidev.metas... metasplotable2 sacrat!!!! =

. ) Exceptions...
https:/ilogin.yahoo... metasplotable2 secret!!!

D cer Password...

d Passwords... |
Che F |
al Settings...

Warni

Remove = L-; Remove All

T

Security Steps:

In the example provided, I gained unauthorized access to the server using VNC
and Telnet. Because of the default password, I had root privileges through VNC.
These security vulnerabilities can be addressed by implementing a strong
password and a unique username for the Telnet/SSH port. Additionally, services
like VNC should be disabled when not in use. When they are necessary, it is
important to utilize a strong password and a unique username. Furthermore, an
access control list (ACL) should be used to allow connections to the Remote
Management Services only from specific IP addresses.



File Services

Unlike other servers, this server also runs file services, including FTP, NFS, and Samba.
Failure to secure these services can lead to significant vulnerabilities, potentially
resulting in threats such as ransomware attacks or unauthorized access through reverse
shells if the permissions aren’t correctly applied.

Service: FTP
Port: 21
Risk Level: Low

Nmap Result:
21/tcp open ftp
ftp-anon: Anonymous FTP login allowed (FTP code 230)

Sometimes, FTP servers are set up to allow anonymous login, enabling users to access
files with limited permissions. While this typically restricts access to the server, it can
pose risks. If a company has an anonymous login, users may share files on that server,
which could allow unauthorized individuals to access and view all documents in the FTP
folder.

anonymous@142.232.197.73 - FileZilla - o x
File Edit View Transfer Server Bookmarks Help
= (277 omroO TaTe
Host: | 142.232.197.73 Username: | anonymous | Password: | eesesesss | Pori: Quickconnect | =
Status: Disconnected from server
Status: Connecting to 142.232.197.73:21...
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS.
Status: Loggedin
Status: Retrieving directory listing...
Status: Directory listing of "/" successful
Localsite: | frootf + ||| Remoate site: | [ -
lib64 '
" lost+found
» media
b2 mnt
-0 opt
» proc
- .F\'lename ~ Filesize Filetype Last modified Permission Owner/Grou
» run
Filename A Filesize Filetype Last modified Empty directory listing
BurpSuite Directory 10/29/24.22:58...
ZAP Directory 10/28/24 21:52....
19 files and 28 directories. Total size: 154379118 bytes ST Empty directory.

As discussed, it did not provide much information because the anonymous user does not
have permission to access the directory, resulting in it being empty.



Service: FTP, VSFTPD 2.3.4
Port: 21

Risk Level: Critical

Nmap Result:

21/tcp open ftp  vsftpd 2.3.4

VSFTPD 2.3.4 is vulnerable and can allow the successful execution of a backdoor, which will
give full access to the server (root access). The backdoor can be performed by searching for the
vsftpd and version in the Metasploit framework and could be exploited from there.

nsf6 > search vsftpd

Matching Modules

Name Disclosure Date Rank Check Description

auxiliary/dos/ftp/usftpd_232 3 normal Yes VSFTPD 2.3.2 Denial of Serwice
exploit/unix/ftp/Nsftpd_234_backdoor excellent No VSFTPD v2.3.4 Backdoor Command Execution

= 3

Interact with a module by name or index. For example info 1, use 1 or use

msfé > use 1
No payload configured, defaulting to cmd/unix/interact
sf6 exploit( )1
nsf6 exploit( ) > set RHOST 142.232,197.73
RHOST => 142.232.197.73
msf6 exploit( ) > options

Module options (exploit/unix/ftp/vsftpd_234_backdoor):

Name Current Setting Required Description

CHOST The local client address

CPORT The local client port

Proxies A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS  142.232.197.73 The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasp
loit.html

RPORT 21 y The target port (TCP)

Exploit target:
Id Name

Automatic

View the full module info with the info, or info -d command.

msf6 exploit(

Furthermore, upon establishing a successful connection, we can import a more interactive Python
shell.

ty; pty.spawn("/bin/bash")’

root@BCITMAIL-S
rootpBCITMAIL-S
root@BCITMATL-5

root@BCITMAIL-S

1s

nohup




Service: PostgreSQL
Port: 21
Risk Level: Moderate

Using FileZilla, similar to FTP, I was able to gain access to the PostgreSQL folder. This
access reveals much more information than an anonymous login would allow. It enables
me to list all the content within the directories but restricts me from making changes
outside of the PostgreSQL folder. I was able to explore the /home directory and the
remaining directories inside /var.

Credentials used: username: postgres password: postgres

postgres@142.232.197.73 - FileZilla = =
File Edit View Transfer Server Bookmarks Help
= v [EFISE OO L T Ys
Host: | 142.232.197.73 Username: | postgres Password: | eseeseeses | Pori: | Quickconnect | s |
Status: REErJieving directory listing...
Status: Directory listing of /" successful
Status: Connection closed by server
Status: Connecting to 142.232.197.73:21...
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS.
Status: Loggedin
Status: Retrieving directory listing...
Status: Directory listing of “fvar/lib/postgresgl” successful
anonymous@142.232.197.73 ®| postgres@142.232.197.73 ® =
Localsite:| root/} v| Remotesite: | fvar/lib/postgresql ¥
' lib64 -y
i1 lost+found "’ var
377 media "’ lib
e B ] postaresgl
ey opt
t-p--1l proc . . : :
’ .Fitename ~ Filesize Filetype Last modified Permission Owner/Grou
iy B0 ryp -
Filename A~ Filesize Filetype Last modified B2 Dircatory o 1//10 ST R
i Pouya Directory 10/25/2413.... drwxr-xr-x 108117
.BurpSuite Directory 10/29/24 22:58...

19 files and 28 directories. Total size: 154379215 bytes 2 directories



Service: WebDAYV Distributed Authoring and
Versioning Port: 80
Risk Level: Low

Nmap Scan:
80/tcp open http  Apache httpd 2.2.8 ((Ubuntu) DAV/2)
|_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2

WebDAV (Web Distributed Authoring and Versioning) is an extension of the HTTP
protocol that allows users to collaboratively edit and manage files on remote web

Servers.

O & NotSecure G ~ hitpy/142.232.197.73/dav/

Index of /dav

Name Last modified Size Description

a Parent Directory

(03 Visit/ 31-Oct-2024 16:21
(03 Vasit2/ 31-Oct-2024 16:21
(03 test/ 31-Oct-2024 16:21

Cadaver allows users to upload and download files from the server. While it restricts
permissions for changes made within the dav folder, confidential information can be
leaked if configured without a password.



Databases

Service: MySQL
Port: 3306
Risk Level: Critical

Nmap result:

3306/tcp open mysql MySQL 5.0.51a-3ubuntu5
| mysql-info:

| Protocol: 10

| Version: 5.0.51a-3ubuntu5

Almost every server holds a type of database, this host has a MySQL database as well.

root@kali: ~ 80x24

{Ubuntu)

2018, Oracle, MariaDB Corporation Ab and others.

I successfully gained access to the MySQL server using the root account with a blank
password. I now have access to this database, which is running a DVWA (Damn
Vulnerable Web Application).

The accounts listed in the database were created through this web application. The
passwords can be cracked using tools such as John the Ripper or Hashcat.



Web Services

Host 142.232.197.73 has multiple web application running on it, such as DVWA,
and Mutillidae which has all the vulnerabilities included in OWASP top 10 and can
be exploited in multiple ways.

Service: Tomcat

Port: 8180

Risk Level: High

Nmap Result:

8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
|_http-favicon: Apache Tomcat

|_http-server-header: Apache-Coyote/1.1
|_http-title: Apache Tomcat/5.5

Apache Tomcat is an open-source web server and servlet container for Java applications.
[t supports Java Servlets and JavaServer Pages (JSP), allowing the creation of dynamic
web applications. Tomcat serves static content, deploys WAR files, and is lightweight,
cross- platform, and widely used in development and production for Java-based
solutions.

Using MSF console to determine whether the default Tomcat credentials are used.

normal Gather [lemeat Credentials
normal
normal

ment_upload 5 7 : ent ove works Cc gurat er itrary File Upload
ministration Tool Default C
femcat Application Manager Login Utility
Tfomcat RCE

r fomcat UTF-8 Directory Tr
normal TrendMi
normal Windows

)} > show options
options (auxiliary/admin/http/tomcat_administration)
ing Required

no L Pre cha f T :host:pe o 1 f e |

yes e t t rang R ide file with syntax "file:<path>"
yes

no

yes

no

no

no




FAILED: manager:s3cret (Incorrect)
FAILED: manager:vagrant (Incorrect)
FAILED: rolel:admin (Incorrect)
FAILED: rolel:manager (Incorrect)
FAILED: rolel:rolel (Incorrect)
FAILED: rolel:root (Incorrect)
FAILED: rolel:tomcat (Incorrect)
FAILED: rolel:s3cret (Incorrect)
FAILED: rolel:vagrant (Incorrect)
FAILED: root:admin (Incorrect)
FAILED: root:manager (Incorrect)
FAILED: root:rolel (Incorrect)
FAILED: root:root (Incorrect)
FAILED: root:tomcat (Incorrect)
FAILED: root:s3cret (Incorrect)
FAILED: root:vagrant (Incorrect)
FAILED: tomcat:adminm (Incorrect)
FAILED: tomcat:manager (Incorrect)
FAILED: tomcat:rolel (Incorrect)

(i ol B ol o WS 3 i T il
Tp—— i e e

Successful: tomcat:tomcat

CAT] L[ye- S S O I e e P R 40

FAILED: both:manager (Incorrect)

It is using default username and passwords.

Successful login to Tomcat

. = BRI T CroirrmD

ADMINISTRATION
T 0O 0 1L
o ams

Password [IXIUNN




Apache Tomcat/5.5

Status
Tomcat Administration
Tomcat Manager

Release Notes
Change Log
Tomcat Documentation

Home Page

FAQ

Bug Database

Open Bugs

Users Mailing List
Developers Mailing List
IRC

JSP Examples
Servlet Examples
WebDAV e

Sun’s Java Server Pages Site
Sun's Servlet Site

wPache Software Foundation
http://www.apache.org/

If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulations!
As you may have guessed by now, this is the default Tomcat home page. It can be found on the local filesystem at:
SCATALINA HOME/webapps/ROOT/index.jsp

where "SCATALINA_HOME" is the root of the Tomcat installation directory. If you're seeing this page, and you don't think you should be, then either you're either a user who has arrived at new installation of Tomcat, or you're an
administrator who hasn't got his/her setup quite right. Providing the latter is the case, please refer to the Tomcat Documentation for more detailed setup and administration information than is found in the INSTALL file

NOTE: This page is precompiled. If you change it, this page will not change since it was compiled into a servlet at build time. (See scatariva =oME/webapps/ROOT/WES-INF/web. xnl as t0 how it was mapped.)

NOTE: For security
users.xml

, using the webapp is restricted to users with role "admin”. The manager webapp is restricted to users with role "manager”. Users are defined in scaTaLIva_HoME/cont/tomcat-

Included with this release are a host of sample Servlets and JSPs (with associated source code), extensive documentation (including the Servlet 2.4 and JSP 2.0 API JavaDoc), and an introductory guide to developing web applications.
Tomcat mailing lists are available at the Tomcat project web site

» users@tomcat.apache.org for general questions related to configuring and using Tomcat
» dev@tomcat.apache.org for developers working on Tomcat

Thanks for using Tomcat!

TOMCAT

Copyright ® 19992005 Apache Software Foundation
All Rights Resenved

Further exploring, I noticed there is an administrative tool, which uses the same

credentials, it allowed me to create and remove users and assign roles to them.

O 8 o+ 142232.197.73:8180/admin/frameset jsp

Tomvrear Wer Sepyep

ADMINISTRATION TooL

9 % Tomcat Senver
% Senice (Catalina)

9 ClResources

© Data Sources
3 Mail Sessions
2 Environment Entries
& User Databases
9 CUser Definition

& Users
B Groups
i Roles

Create New User Properties

_ User Properties .

Password. R
Full Namo: I

Group Name Description
: Role Name Description
admin

HREEAPET

rolel

oo o

tomcat




[t reveals much more information about the Apache server.

— 2 O G O A2 s ou managen N

" Apache

Software Foundation
http://www.apache.org/

Tomcat W\

Message: e

List Applications HTML Manager Help

Path Display Name

[ Welcome to Tomcat

ladmin Tomcat Administration Application
[balancer Tomcat Simple Load Balancer Example App
fhost-manager Tomcat Manager Application
fisp-examples JSP 2.0 Examples

| Imanager Tomcat Manager Application
[serviets-examples Serviet 2.4 Examples

fomcat-docs Tomeat Documentation

webdav Webdav Content Management

Deploy directory or WAR file located on server

JVM Vendor 0§ Name 0S8 Version

Free Software Foundation, Inc. Linux 2.6.24-16-server

Tomcat Version JVM Version JVM Vendor
Apache Tomcat/5.5 150 Free Software Foundation, Inc.




Backdoor

Service: Backdoor
Port: 1524
Risk Level: Critical

Nmap Result: 1524 /tcp open bindshell Bash shell (**BACKDOOR**; root shell)

This backdoor allows a direct root connection to the Metasploitable machine, it
will give full access of the server to an attacker.

login?
shell Netapp ONTAP rshd
java-rmi GNU Classpath grmiregistry
open bindshell Bash shell (**BACKDOOR#**; root shell)
nfs 2-4 (RPC #1@
mysgl MySQL 5.8.51 ubuntus

root@kali: flhome/lkali

File Actions Edit View Help

Jhome/kali
C L1897 .73 1524
root@BCITMAIL-SRV: /# l




Security Steps

After reviewing all the vulnerabilities, I can conclude that most of them can be
mitigated by updating services to the latest version and closing unnecessary ports.
Regular auditing is essential in this context, as we discovered a running backdoor
that could allow unauthorized access to the system.

To prevent access via SSH and VNC, it's important to implement strong passwords
and unique usernames. Additionally, firewall rules should be established to block
foreign IP addresses from accessing services like SSH/VNC and connecting to
databases.

Antimalware software must also be installed on the host machine.



Host 2 - Windows 7

IP Address: 142.232.197.72

Objective: To enumerate active services and exploit potential vulnerabilities.

Overview

Host 142.232.197.72 is a Windows 7 PC with an IDS honeypot system. This system
prevents attackers from enumerating the system and discovering active services by

presenting well-known false open ports that host fake services. This tactic distracts

attackers and conceals the actual services running on the system. The IDS honeypot

operating on the Windows 7 machine is known as KFSensor.

Enumeration & Methodology

>

>

Initial Nmap Scan: Conducted an initial Nmap scan using standard options to
identify open ports and running services.

Results of Initial Scan: The scan output indicated 1,000 ports in an ignored state,
suggesting the possibility of an IDS or an environment configured to obscure actual
services.

Targeted Nmap Scan: A second Nmap scan was conducted with more specific options
to determine actual active services. That provided a list of 100-200 services running,
which indicated there is indeed a honeypot.

Final Nmap Scan: To filter out actual open ports and services the final Nmap scan
was performed, that showed fewer and active services (such as port 80, 3389, 445).

The Final Nmap Scan shows actual services.

nmap -sC 142.232.197.72

Starting Nmap 7.94SVN ( https://nmap.org) at 2024-10-24 21:15
CDT Nmap scan report for 142.232.197.72

Host is up (0.021s latency).

Not shown: 906 filtered tcp ports (no-response)



PORT STATE SERVICE
80/tcp open http

3389/tcp open ms-wbt-server

|_ssl-date: 2024-10-25T02:15:44+00:00; -11s from scanner time.
| ssl-cert: Subject: commonName=mypc7-PC

| Not valid before: 2024-10-23T16:34:22

|_Not valid after: 2025-04-24T16:34:22

135/tcp open msrpc

445 /tcp open microsoft-ds

Host script results:

| smb2-time:

| date: 2024-10-25T02:15:40

|_ start_date: 2024-10-10T19:52:02

| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)
|_clock-skew: mean: 1h44m50s, deviation: 3h30m04s, median: -11s
| smb2- securlty mode:
| 2:1:0

|_ Message signing enabled but not required

| smb-os-discovery:

| OS: Windows 7 Ultimate 7601 Service Pack 1 (Windows 7 Ultimate 6.1)
| OS CPE: cpe:/o:microsoft:windows_7::sp1

| Computer name: mypc7-PC

| NetBIOS computer name: MYPC7-PC\x00

| Workgroup: WORKGROUP\x00

|_ System time: 2024-10-24T19:15:45-07:00

Nmap done: 1 IP address (1 host up) scanned in 353.12 seconds

This is not the complete scan, fake ports are omitted, and only legit ones are shown in the result.
The full result is attached at the end of the report.




Actual Services

By looking at the nmap scan we can learn that the operating system of the device is Windows
7Ultimate 7601 Service Pack 1, PC’s name is mypc?7.

It has services like MSRPC, SMB, RDP and a Webpage running.

e Port80 (http): IIS welcome page.

e Port 135 (MSRPC): Enables Windows inter-process communication for remote
services; essential for administrative tasks.

e Port445 (SMB): Server Message Block is used for files and printer sharing.

e Port 3389 (RDP): Allows remote desktop access to Windows systems, the device is
currently listening on that port.

Exploitation

Based on the findings of ports, we can try SMB, MSRPC and RDP services to gain access to
Windows 7. MSRPC and SMB will not provide much access to the system.

Using rpcclient to interact with MSRPC

root@kali: ~
root@kali: ~ 95x33

As mentioned, there is not much, the commands will just help you to gather more
information about the System.



Using SMB login to interact with the SMB service.

Metasploit’s auxiliary smb login was used to connect but that didn’t provided much
information as well.

RDP Connection
Successful login provides complete control over Windows 7.

Risk Analysis
Risk Level: High

Impact: Unauthorized access to RDP could allow an attacker to control the system
directly, potentially leading to data leakage, system manipulation, or lateral movement
within the network.

To establish a connection, it is essential to avoid using Microsoft's RDP client and
Windows itself. The reason for this is that their software employs a higher level of
encryption and authentication that is not compatible with older versions of Windows 7.

Attempting to connect using Windows 7 PCs with Microsoft's RDP client will result in a
CredSSP Encryption Error. Even configuring group policy and registry settings will not
resolve this issue.

Instead, the Remmina RDP client can be used as it offers an option for Windows 7-based
authentication, which allows a connection to the device. This tool is Linux-based.

For authentication, we can use the credentials found in the previous machine
(142.232.197.73). The credentials were

username: bcit

password: 112233



Successful login to mypc7 (Windows 7)
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After successfully logging in, I discovered that this computer was running KFSensor, a
honeypot IDS. This piqued my interest, and upon further exploration, [ was able to see all

the fake ports that appeared in the Nmap results.

T _ > |~
1 File . ;
= = &
Ji Hide Back Prnt Options —
= Contents | = g B
: | KFSensor Professional
=] Introductlon overview
[Z] New features inthis release KFSensor is a Windows based honeypot
] License Intrusion Detection System (IDS).
[Z1 KFSensar Cancepts
(2 KFSensor Administration Guids It acts as a honeypot to _attract_and detect
[ KFSensor Manual hackers and worms by_mmulatmg _
wilnerable system senices and trojans.
By acting as a decoy server it can divert
attacks from critical systems and prowde a
1 higher level of information than can be
= achieved by using firewalls and NIDS
- alone.
Ser
Las KFS3ensor is designed for use in a
3ta Windows based corporate environment and
Car contains many innovative and unique o
i—[ features such as remote management, a
Snort compatible signature engine and =
[ emulations of Windows networking | 4]
protocols.
.f,- L 1142PM
Bstart = =l >l c | A D grggenes

Fake services and ports

‘i KFSensor Professional - Evaluation Trial

File W%iew Scenario Signatures Settings Help
= W:’..ul!_g¢ |_=';ﬂ— 2@ R
= -f kfsensur localhost - M..in . | Start | Durati0n| Pra Sens. | Name_l
g2 Top @34?9 1024}2024 10:54:58 P. ., 0,000 TCP 80 II5
..... ) 0 Clos=d TCP Ports Sgaarz 10f24j2024 10:46:45 P, ,, 5444 TCP 80 IIS
B 21 FTR L5348 10f24j2024 10:46:31 P, 5.023 TCP 80 IIS
8 25 TP L3457 10f24/2024 10:46:31 P, 5.023 TCP 80 IS
_____ g 52 ons Sl 3400 10f24/2024 10:46:26 P, 0,000 TCP 80 IS
..... g 65 DHeP 3405 10)24/2024 10:46:25 P, ,, 0,406 TCP 80 IIS
Jan s SH 3404 10)24/2024 10:46:25 P, ,, 0,015 TCP 80 IIS
8 110 poP SH3460 10f24j2024 7:41:33PM, .. 0,000 TCP 80 IS
8 115 T 253454 10f24j2024 7:38:23 PM, ., 0,000 TCP 80 IS
N = _IJ 253453 10/24j2024 7:38:23 PM, .. 0,000 TCP 80 IS
Sga4s2 10f24}2024 7:35: 23 PM. . 0,000 TCP 80 II5
Hame | value ] Smes1 10/24j2024 7:38:23 PM. .. 0,000 TCP 80 IIS
Status Mok active for 12 min 53450 10{24/2024 7:38:23 FM... 0,000 TCP &0 II5
Connection Stake  Stopped J @3449 10/24/2024 7:38:23 PM., ., 0000 TCP 80 IIS
Scenario last up...  12/31{2015 5:00:00 SHlzeaz 10/24/2024 7:13:53 PM.., 10.062 TCP 80 115
Machine Marme MyPC7-PC Hlsers 10/24/2024 7:13:43 PM.., 0,000 TCP 80 IS
DNS Marne mype?-PC Hse14 10/24/2024 7:10:24 PM.., 0062 TCP 80 IS
Windows version  6.1,7601 D317 10/242024 6:17:37 PM.., 0,000 TCP 80 IS
:ree diskspace  14.270gb _'|;I :_?2955 1072412024 6:|uo:43 PH.., 10,078 TCP 80 IS _'|;I

-
Listart| (=2

[User Rights: Basic User [S]

Zlo @@
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For some reason, port 80 was down, which affected the IIS webpage. This was why
people were unable to access the site and thought the server was not working. I had the
opportunity to learn how KFSensor software works, and I successfully restarted the
services and reactivated port 80.

‘, KFSensor Professional - Evaluation Trial
File View Scenario Signatures Settings Help
B QR ity =l R oel 2@ MR N
@ 25 SMTP - Activity ;I jin] | Skark | Durati0n| Pra... | Sens. .. | Mame
..... 4 42 WINS - Activity B1e2sT  11/1/2024 1152 M., 0000 TCP 80 15
..... 4 53 DNS - Activity Biezse  11/1/2024 R1152PM..., 0016 TCP a0 s
..... {\ 57 Mai Transfer Pratocol J S1emE 11/1/2024 R1LE2 M., 0000 TCP 80 IS
_____ g 60 orce israe 11/1/2024 730130 M. 0000 TCP 80 15
WGEe0 115 - Activity) Bistre 11)1/2024 T3LE0PM..., 0000 TCP a0 15
5 81 s 81 - Activity SBisrre 11/1/2024 TAZ0BPM,.., 0000 TCP a0 IIs
5 82 115 82 - Activity Kisrm 11/1/2024 T30 PM..., 0,000 TCP 80 DOS Attac
5 83 11563 - Activity 1St 11)1)2024 71307 PO, 0000 TCP 80 15
— Sisrra 11)1/2024 71307 PML.., 0016 TCP a0 s
""" &) (ge]kerberssLInctivity SBisrrz 11)1/2024 TAZOTPM..., 0000 TCP a0 IIs
""" {) 3L MIT Dover Spooler Blisr7L 11/1/2024 7307 M. 0016 TCP a0 1S
""" &) 98 Inuxconf SBisTr0 11)1/2024 71307 PO, 0,000 TCP 80 IS
- 110 POP3 - Activity SBN5769  11/1/2024 TAZ07 PM.... 0,015 TCP 80 115
""" {) 111 sunrpc - Activity B15Tes  11/1]2024 71307 PM.... 0016 TCP 80 15
----- £y 113 ident - Activity SBisTeT  11/1)2024 71307 PM..., 0,000 TCP 80 IS
]ﬁ 119 NNTP - Activity @15?66 11f1}2024 7:13:07 PM.... 0.01e TCP g0 IIs
----- f) 123 Network Time Protocol SP15765  11/1/2024 TAZ07 PM.... 0015 TCP a0 IIs
AR R ok gw?m 11/1/2024 7:13:07 PM.... 0000 TCP 80 15
/Bl 133 MBT Session Service 15763 11/1/2024 7:1%07 FM.... 0000 TCP a0 15
% 143 IMAP - Activity Sisrez  11/1/2024 TAZOTPM,... 0000 TCP a0 IIs
1 200 1NAD _ ackivity | EBisrerl 11102024 7107 M., 0000 TCP a0 IIs
Name [ / || Bisren 11412024 707 PMLL., 0000 TCP 80 15
Sensar KFsensar Bisrme 11/1/2024 71307 PML.., 000 TCP a0 s
Last status 1171j2024 e 11 PMLBL2 SBisrse 11/1/2024 TAZOTPM,.., 0000 TCP a0 IIs
Skatus Active SBisrsT  11)1/2024 71307 M. 0000 TCP 80 15
RuNning since 10/25/2024 12:00:24 AM,580 — | S1s7se 11/1/2024 7:13:07 PM.... 0.000 TCP g0 II5
Last restart 100312024 3:30:06 PM.G14 15755 11/1)2024 70307 PM.... 0.000 TCP 80 IS
Running for 7 days SEN5754 1112024 TAZ07 PM.... 0000 TCP a0 IIs
Scenario last up...  10/31/2024 3:30:05 PM, 586 H1s7ss 11/1/2024 7:13:07 PM.... 0.000 TCP 80 II5
Machine Mame ~ MYPCT-PC Sisrsz 11/1/2024 71307 PML.., 000 TCP a0 s
FURIC Blmrnm e e LI ._EQH:?EA 111112024 717207 PM nnnn TP /nTTS

Further findings helped me to get new credentials.

s ,' passwords - Notepad _ (O] I_

= File Edit Format Yew Help -

Iuser: administrator ;|
password: RObOtS

N |

Summary

The host 142.232.197.72 has been identified as a Windows 7 computer running a
honeypot Intrusion Detection System (IDS) service called KFSensor. Credentials
discovered on the host 142.232.197.73 were used to authenticate via the Remote
Desktop Protocol (RDP) client. The Remmina RDP client was selected due to its support
for legacy Windows 7 authentication. Additionally, new credentials were discovered in
the password file, which can be used on another machine.



Host 3 - Ubuntu Server

IP Address: 142.232.197.67

Objective: Testing Web Application security.

Overview

Host 142.232.197.67 is an Ubuntu server running DVWA web application. It has multiple

vulnerabilities such as XSS, Command Execution, File Inclusion, File Upload and more.

DVWA is using default username and password that is admin and password.

O & NotSecure G v hitp://142.232.197.67/0"

NA/findex.php

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQAL Injection

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

Authorisation Bypass

Open HTTP Redirect

Cryptography

DVWA Security

PHP Info

About

Logout

Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. lts main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
difficultly, with a simple straightforward interface.

General Instructions

It is up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.

o d tocd

Please note, there are both doct and vulnerabilities with this software. This is
intentional. You are encouraged to try and discover as many issues as possible.

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue.

WARNING!

Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public
html folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual
machine (such as or ), which is set to NAT networking mode. Inside a guest machine, you
can download and install for the web server and database.

Disclaimer

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purposes of the application clear and it should not be used maliciously. We have given warnings and taken
measures to prevent users from installing DVWA on to live web servers. If your web server is compromised via an
installation of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.

More Training Resources

DVWA aims to cover the most commonly seen vulnerabilities found in today's web applications. However there
are plenty of other issues with web applications. Should you wish to explore any additional attack vectors, or want
more difficult challenges, you may wish to look into the following other projects:



Exploitation

File Inclusion:

File Inclusion vulnerabilities allow an attacker to read and execute files on the victim
server. There are two types of File inclusion

1. Local File Inclusion: which allows an attacker to explore or surf the local
file system and execute files from there.

2. Remote File Inclusion: Allow an attacker to execute files from the remoter
server to the target server.

In the example below I can specify the parent directories with the php page and
still able to load it, which means I can also load other files located in the /
directory.

<2 Vulnerability: File Inclusic >

& C @ O 8 142.232.197.67/DVWA/vulnerabilities/fi/

= Vulnerability: File Inclusion

Instructions ‘ [ -0 10 :
Setup | Reset DB

R
File nciusion ___|
File Upload
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)
Weak Session IDs
XSS (DOM)
XSS (Reflected)
XSS (Stored)
CSP Bypass
JavaScript
Authorisation Bypass
Open HTTP Redirect
Cryptography

DVWA Security
PHP Info
About

Logout

More Information



Result of file inclusion.

Trying to go back f directories and going into /etc.

After five directories we are in the / directory.

Result of passwd file.

root:x:0:0:root:root:/bin/bash daemon:x:1:1:daemon:fusrsbin:/usrsbin/nologin
shinfmologin mail:x:8:8:mail:var/mailfusr/sbin/nologin news::9:9:news: van'sp
list:x:38:38:Mailing List Manager:Aivarflist:/usrshin/nologin irc:x:39:3%ircd:/runfir
imesync:x:997:897:systemd Time Synchronization:/-fusrfshin/nologin dhcped:x
polkitd:x:991:991:User for polkitd:/2/usrsbin/nologin syslog:x:103:104:/nonexist
refresh:x:989:989:Firmware update daemon:ivarflib/fwupd:fusr/sbin/nologin uskt
Server,,../nonexistent:/bin/false I

Similar to that this vulnerability can allow an attacker to mention a remoter
servers address and run a file from there on to this server, it can be remote
connection via reverse shell or any other files.



File Upload:

File upload vulnerabilities allow attackers to upload files with incorrect
extensions, such as a .pdf instead of a .jpg, if the server improperly accepts them
then it is vulnerable.

http://142.232.197.67/DVWAvulnerabilities/upload/

Vulnerability: File Upload

Home |
Ins R | Choose an image to upload:
Setup / Reset DB | _ _
!EE'.‘"EE'_'_'_I No file selected.
Brute F —
s | Upload |
Command Injection -

More Information

File Inclusion

|
|
CSRF |
|
|
|
|

Insecure CAPTCHA

This option here should only take files with jpg extension, but it will accept a php file.

Vulnerability: File Upload

Choose an image to upload:
[Bmmm&u]Noﬁmsmemed
[Uphad]

../ ../hackable/uploads/simple-backdoor.php succesfully uploaded!

As we can see, [ can upload a php file, such as a backdoor and execute it to have a
shell.



[ am using the weevely tool to create a php shell which only I can access.

The link of the shell: http://142.232.197.67 /DVWA /hackable /uploads/welcome.php
2356977413

Entering this link on the browser will execute the php file.
Usage: weevely http://142.232.197.67/DVWA /hackable/uploads/welcome.php 2356977413

successful shell execution.

root@kali: ~
root@kali: ~ 80x24

t
"html,



http://142.232.197.67/DVWA/hackable/uploads/welcome.php
http://142.232.197.67/DVWA/hackable/uploads/welcome.php

The above information reveals the database credentials.

This tells how important it is to prevent this kind of attack, it can cause greater
damage to the web server and the service it is serving. This was just a demo,
advanced backdoors can do many more things.

Command Execution

Command execution vulnerability in DVWA allows an attacker to run arbitrary
system commands on the server through user input. If the application does not
properly validate or sanitize this input, an attacker can exploit it to execute
malicious commands, potentially compromising the server.

3 Vulnerability: File Uploa

Vulnerability: Command Injection

Home |
Instructions - -
| Ping a device
Setup | Reset DB |
Enter an IP address: | 127.0.0.1; cd /home; Is| |I. Submit |
SEEED | PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
| 64 bytes from 127.0.0.1: icmp_seqg=1 ttl=64 time=0.020 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.044 ms
CSRF | 64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.045 ms
64 bytes from 127.8.0.1: icmp seq=4 ttl=64 time=0.045 ms
File Inclusion |
--- 127.0.0.1 ping statistics ---
A0 AT | 4 packets transmitted, 4 received, 0% packet loss, time 3082Zms
Insecure CAPTCHA | gtt min/avg/max/mdev = ©.0620/0.038/0.045/0.010 ms
in
SQL Injection | bin.usr-is-merged
boot
SQL Injection (Blind) | cta
Weak Session IDs | gi\c{
XSS (DOM) | TEEE
XS5 (Reflected) | lib.usr-is-merged
lib64
S (Stored) | lost+found
CSP Bypass | :ﬁgla
JavaScript | opt
proc
Authorisation Bypass | roat
Open HTTP Redirect | ;ggn
Cryptography | zg;;.usr-ls—merged
STV
DVWA Security | swap . img
5YS
PHP Info | tmp
usr
About | b

Logout




In the example above, we can see how with the ping [ was able to list the files in the
/home directory.

This input field will run any command, but you will be restricted because of the
permissions are set.

Homa Vulnerability: Command Injection

Instructi - =
ST Ping a device
Setup | Reset DB
Enter an IP address: | | submit |

SR PING 127.0.0.0 (127.0.0.8) 56(84) bytes of data.
l:l 64 bytes from 127.0.0.0: icmp seg=1 ttl=64 time=0.020 ms
64 bytes from 127.0.0.8: icmp_seq=2 ttl=64 time=0.042 ms
CSRF 64 bytes from 127.0.0.0: icmp_seq=3 ttl=64 time=0.060 ms
64 bytes from 127.8.0.8: icmp seq=4 ttl=64 time=08.043 ms
File Inclusion
--- 127.6.0.8 ping statistics ---
Eeio 4 packets transmitted, 4 received, ©% packet loss, time 3094ms
Insecure CAPTCHA rtt min/avg/max/mdev = 0.020/0.041/0.060/0.014 ms
total 24
SQL Injection drwxr-xr-x 5 www-data www-data 4096 Oct 38 18:51 .

drwxr-xr-x 19 www-data www-data 4096 Sep 24 19:32 ..
SQL Injection (Blind) drwxr-xr-x 2 www-data www-data 4096 Oct 38 18:51 Deval
W drwxr-xr-x 2 www-data www-data 4096 Sep 24 19:32 help
SRS -rwxr-xr-x 1 www-data www-data 1829 Sep 24 19:32 index.php

XSS (DOM) drwxr-xr-x 2 www-data www-data 4096 Sep 24 19:32 source
XSS (Reflected)

B3 (seoed) More Information
CSP Bypass

JavaScript

Authorisation Bypass

‘Open HTTP Redirect

Cryptography

DVWA Security

This vulnerability can allow you to gather information about your target and help
you design your attacking strategies with it.



HOST 4 - Honeypot (T-Pot)

IP Address: 142.232.197.39

Objective: To enumerate active services and exploit potential vulnerabilities.

Overview

This device was found to be a honeypot. After interacting with it several times using Nmap
and SSH, it is obvious that this system is a honeypot, specifically a T-Pot.

T-Pot is the all-in-one, optionally distributed, multi-arch (amd64, armé64) honeypot
platform, supporting 20+ honeypots and countless visualization options using the Elastic
Stack, animated live attack maps and lots of security tools to improve the deception
experience further.

Enumeration & Methodology

» Initial Nmap Scan: Conducted an initial Nmap scan using standard options to
identify open ports and running services.

» Results of Initial Scan: The scan output indicated multiple well-known ports, but
Nmap was unable to get the banner, and scripts were failed. That was a possible
indication that something was off. Every time a run the scan, Nmap would highlight
show me a different name of honeypot.

» Targeted Nmap Scan: Among the open ports, I targeted SSH service to see how it
responds.

SSH Service:

root@kali: ~

root@kali: ~ 112x26




To log in, I used the credentials found in the previous machine, Windows 7. was able to
gain access to it and could read the shadow file.

such fi

aovOLWphShTGXmuUAMg6iu9DrcQglVUw3Pirizns4u

RRLQLTGGP wQWQrDda6YiKERNRG1:1

ator@ubuntu:~$ l

After the session time out, when I tried to reconnect, those credentials did not work.
Therefore, I decided to guess a random username and password, and I got access. This
behavior indicated that it is an SSH honeypot. It was just simulating the SSH service.

During my Nmap scans, I noticed different honeypots each time, indicating that this
machine is running multiple honeypots, possibly a T-Pot.



THE END
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